
CyberEdge® – comprehensive insurance against cyber risks  
Risks of the Internet
The internet has become a fixture in every-day business life. But by being connected to the internet, a company is also exposed to special 
types of risks - hackers, computer viruses, sabotage or errors by employees, with the result that internal company information is made 
publicly accessible. If these risks actually come to pass, they can result in significant damages for the company: data loss, corrupted 
data, involuntary disclosure of sensitive and personal information, loss of reputation, undesired media presence, official investigations, 
compensation claims by those affected, etc. Companies try to minimise these risks by implementing the relevant IT security policies 
and security systems. But this approach is not always successful, as evidenced by numerous recent incidents and media reports. 

Data protection and regulatory matters in Switzerland
When internal company data and information is accessed without authorisation over the internet, it usually affects not just the com-
pany but also third parties, such as customers, suppliers, employees etc. Companies are obliged to protect all personal information 
that is processed against unauthorised access with the suitable technical and organisational means (Section 7 (1) of the Federal 
Data Protection Act [DSG]). When internal personal information is accessed without authorisation - for example during a hacker 
attack - it usually involves a breach of Swiss data protection legislation. Affected persons may take action against the company and 
demand compensation for damages provided they and other applicable conditions are established - particularly if the company acted 
negligently. In addition, there are also special standards that come into play in these cases - depending on the industry. For example, 
the unauthorised access of customer data in the case of a bank also involves the aspect of bank secrecy pursuant to Section 47 of 
the Banking Act. Cyber-attacks may also lead to criminal sanctions imposed on the affected company if secrecy was breached due 
to negligent or even intentional behaviour therefor. 

Example 1
Affected company: 
Private bank domiciled in Zurich. The bank generates most of its revenues and profits with asset management activities. Customer 
assets total approx. CHF 900 million. Besides the head office in Zurich, the bank also operates a branch location in Lausanne. There 
are no offices or branches outside of Switzerland. The customers are from Switzerland, Germany, France and England, with a very 
small number of US customers. Most of the information technology (IT) is administered “in-house”, but is maintained by external IT 
service providers. All IT service providers are Swiss companies.

Incident: 
Hackers gain access to the IT system of the Swiss private bank and steal sensitive customer data (e.g. names, addresses and  
account numbers). 

Consequences: 
The first question is whether the company must inform the affected customers and possibly the Swiss Financial Markets Authority 
(FINMA) and/or the Swiss Data Protection and Information Commissioner (EDÖB) of the cyber-attack and the unauthorised access. 
In general, it must be noted that from a data protection point of view, there is at present no general obligation to report such data 
breaches - neither to the EDÖB nor the parties affected by the breach. But such an obligation to provide information may result from 
adherence to the principle of good faith under data protection law, the principle of data security or the obligation to mitigate damages, 
if such a notification appears necessary to prevent (further) damages. For banks specific obligations result from the FINMA circular 
2008/21 (“Operational Risks”), Annex 3 sec. 42-46.

The EDÖB may decide to take a closer look at a situation following a report by a third party or on its own accord, if the processing 
methods are suited to breach the identity of a larger group of individuals (Section 29 (1) (a) DSG) - so-called system errors. Data 
breaches may be suited to breach the identity of a larger group of persons - depending on the scope and sensitivity of the affected 
personal information. Thus there is the possibility that the EDÖB commences an investigation of the company that was targeted. The 
company involved in this type of investigation has a comprehensive duty to provide information. On the basis of its investigations, 
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the EDÖB may issue recommendations as to how the information system must be modified or how the processing of data must be 
reorganised (Section 29 (3) DSG). The EDÖB may also make such recommendations available to the public, if it concerns a case 
that is in the public interest (Section 30 (2) DSG). 
The bank is required to ensure an impeccable organisation that corresponds to the requirements under banking legislation (Section 
3 (2) (a) BankG and the circular 2008/21 (“Operational Risks”), and its Annex 3). Depending on the cause and severity of the data 
breach, the bank pro-actively coordinates the measures designed to clarify the cause and correct the identified error potentials in 
cooperation with the external auditor required by the banking law or FINMA, or it will have to or want to inform the same. Depending 
on the circumstances, the bank may also want to file a criminal complaint.
The persons affected by the data breach, hence the customers of the Swiss private bank, may take action against the company 
on the basis of different liability factors. For example, the Data Protection Act includes a provision that affected persons may take 
action against the targeted company in the case of data protection breaches (Section 15 DSG). On the other hand, affected custom-
ers also have the option (in principle) to take action against the bank on the basis of the contract that was concluded between the 
customer and the private bank. The Data Protection Act grants various legal remedies to affected parties, such as a block on data 
processing activities or the destruction of personal information - whereby these measures may also be enforced if the private bank 
is not at fault. On the other hand, lawsuits for compensation of damages require that the affected party provide proof of damages, 
and also evidence that the company where the breach occurred is at fault. It is also possible that foreign law may apply on the basis 
of the conflict of laws provisions under international private law. Not only if the success of the damaging event - hence in this case 
the breach of data privacy - occurs abroad and the successful occurrence abroad could not be foreseen by the company where the 
breach occurred, but also if the customer has his residence abroad. Accordingly, the Swiss private bank must observe not only the 
Swiss Data Protection Act but also the data protection legislation of the countries in which its customers reside. 
In this case, bank secrecy pursuant to Section 47 BankG is also a significant aspect. Depending on the specific circumstances, there 
may also be a negligent breach of bank secrecy, which may lead to criminal proceedings. 

Example 2 
Affected company: 
Medium-sized company, manufacturer of watches and measurement instruments. Manufacturing activities take place only in Swit-
zerland, at various workshops. The watches are exported, whereby the customers are intermediary dealers and sellers around the 
world, mainly in Austria, Italy, Spain, the Netherlands and Japan.

Incident: 
Hackers gain access to the manufacturer’s IT system and steal sensitive customer data (e.g. names, addresses and account num-
bers of intermediaries). 

Consequences: 
The information outlined for the first case also applies with regard to the data of the affected customers and to the EDÖB. Please 
note that in this case, the customer data is less sensitive than the data in Example 1. Please be aware, however, that the personal 
information of legal entities is also protected under the Swiss Data Protection Act - in contrast to many other European countries. 
The information outlined above also applies with respect to possible investigations commenced by the EDÖB. In general, the EDÖB 
may commence an investigation if it is of the opinion that a system error has occurred. 
The affected company is also exposed to the risk of lawsuits. For example, the Data Protection Act includes a provision that affected 
persons may take action against the targeted company in the case of data protection breaches (Section 15 DSG). On the other hand, 
affected customers also have the option (in principle) to take action against the company on the basis of the contract that was con-
cluded between the customer and the manufacturer. The Data Protection Act grants various legal remedies to affected parties, such 
as a block on data processing activities or the destruction of personal information - whereby these measures may also be enforced 
if the manufacturer is not at fault. On the other hand, lawsuits for compensation of damages require that the affected party provide 
proof of damages, and also evidence that the company where the breach occurred is at fault. 

It is also possible that foreign law may apply on the basis of the conflict of laws provisions under international private law. In this con-
text, according to the Swiss conflict of laws provisions, the party affected by the breach is accorded an inalienable (disputed) option 
after the damaging event as to whether to file suit in Switzerland, based on the Swiss Data Protection Act, or the law that applies in 
their home country. Accordingly, the Swiss company must observe not only the Swiss Data Protection Act but also the data protection 
legislation of the countries in which its customers reside. There is also the risk of a lawsuit abroad, whereby the judgement’s eligibility 
for recognition and enforcement must be verified depending on the situation. 

CyberEdge® – the comprehensive solution for cyber risks
AIG offers a comprehensive risk management insurance policy for the aforementioned risks. CyberEdge combines insurance cover 
and risk management with direct access to specialised experts, and offers comprehensive protection for your company and your 
sensitive data - against hacking, computer viruses, sabotage or employee errors, as well as the theft of business information or 
customer data. 
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In the case of damages, CyberEdge offers the following:
• Direct,  24/7 access to all required specialists.
• Expert advice for managing the complex regulatory provisions and resulting measures. 
• Comprehensive help for proper communications with customers and affected parties.
• Sound expert knowledge for the rapid restoration of the IT infrastructure with analysis, immediate measures and the right  

solutions for resuming business operations. 
• Modern crisis management to protect your company’s image and reputation. Identity and credit protection for the affected data 

records.
• An experienced network of experts for the immediate identification of damage sums and lost earnings. 
• Experienced experts for incidents involving cyber extortion.
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American International Group, Inc. (AIG) is a leading global insurance organization serving cus-
tomers in more than 100 countries and jurisdictions. AIG companies serve commercial, institu-
tional, and individual customers through one of the most extensive worldwide property-casualty 
networks of any insurer. In addition, AIG companies are leading providers of life insurance and 
retirement services in the United States. AIG common stock is listed on the New York Stock Ex-
change and the Tokyo Stock Exchange. 

Additional information about AIG can be found at www.aig.com | YouTube: www.youtube.com/aig 
| Twitter: @AIG_LatestNews | LinkedIn: http://www.linkedin.com/company/aig

AIG is the marketing name for the worldwide property-casualty, life and retirement, and general 
insurance operations of American International Group, Inc. For additional information, please visit 
our website at www.aig.com. All products and services are written or provided by subsidiaries 
or affiliates of American International Group, Inc. Products or services may not be available in 
all countries, and coverage is subject to actual policy language. Non-insurance products and 
services may be provided by independent third parties. Certain property-casualty coverages may 
be provided by a surplus lines insurer. Surplus lines insurers do not generally participate in state 
guaranty funds, and insureds are therefore not protected by such funds.


